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VYcnoBus ncnoiib3oBanus mpoaykra Acrpan Otaer. OHnaiH

AHHOTanus

B macrosimeM pokymMeHTe TmpeAcTaBieHa HHQopmanus, mno3Bosstomas I[lonb3oBaTento
npoaykra Actpan Otuer. OHnailH O3HAKOMUTHCA C YCIOBUSIMU HCIOJIB30BAaHUS MPOJIYKTa
Actpan Otuer. OHnaiH.
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YciaoBHBIE 0003HAYECHHUSA

YcnoBus ncnonp3oBanus npoaykra Acrpan Otuer. OHnaiH

Oobo3HauyeHue Pacumdposka
Buaumanue!
[Ipumeuanue:

Teker O6o3HaueHue KOMITOHEHTOB uHTepdeiica,
TpeOyIOIMX aKTUBHOTO Bo3neicTBUs [lop3oBarens
(kHOTIKH, (py1aru u T.1.)

Texcm O6o3nauenue Tekcra OnokoB «BHumanue!» u

«HpI/IMe‘laHI/Ie »
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VYcnoBus ncnoiib3oBanus mpoaykra Acrpan Otaer. OHnaiH

TepMHUHBI U onIpeIeSIeHUst

KpanunduuupoBanHblii cepTH(PHUKAT KJIHWOYA NPOBEPKH 31eKTpPoHHOH mnoanucu (KIII) —
cepTUUKAT KIOYa TMPOBEPKH OJICKTPOHHOW MOJNKMCH, COOTBETCTBYIOUIMH TpeOOBaHUsM,
YCTaHOBJICHHBIM DenepalbHbIM 3aKOHOM M WHBIMM INPUHUMAEMBIMA B COOTBETCTBUM C HUM
HOPMAaTUBHBIMH IIPAaBOBBIMHU aKTAMH, CO3JAHHBIM aKKPEIUTOBAHHBIM Y IOCTOBEPSIOLIUM LIEHTPOM
au0o0  QenepanbHbBIM  OPraHOM  HCIOJHUTENIBHOW  BIAcTH, YIOJHOMOYEHHBIM B  cdepe
UCIOJIb30BaHUSl IEKTPOHHOW IOANUCH, M SBISAIOLIMICA B CBA3M C 3TUM O(QHUIHAIBHBIM

JOKYMCHTOM.
Kpunronposaiinep (CSP, Cryptographic Service Provider) — »31t0o cpeacrtBo
Kpunrorpaduyeckon 3alIUThI uHpOopMaLny, HnpeaHa3sHauYECHHOE JUIst BBIIIOJIHEHUSA

KpUnTorpaguyeckux omepauui, JOCTYH K KOTOPBIM  OOECIeYMBAaeTCsi BCTpauBaHHEM
KPHUITONPOBaiiepa B MPHIOKEHHS Yepe3 CTaHJapTU30BaHHbBIE HHTEP(EHCHI.

Omneparop 31eKTPOHHOIO J0KyMeHTOooOopora, oneparop IO — poccuiickas opraHusarus,
cooTBeTcTByWOmas TpedoBanusim [Ipukaza or 4 mapra 2014 r. N MMB-7-6/76@ «O6
YTBEPKACHUH TPeOOBAHUI K ONEPaTOPy IJIEKTPOHHOTO TOKYMEHTOO0OPOTa» U OCYIIECTBISIOIas
JESTEIbHOCTH 10 00ECIIEUEHHUI0 AIEKTPOHHOTO JOKYMEHTO000pOTA.

Y4acTHUKH 3J1€KTPOHHOI0 JOKYMEHTO0000pOTa — HAJIOrOIUIATENbIINKY, IUIATEIbIIUKN
cOOpOB, HAJIOTOBBIE Ar€HThl, MX IPEACTABUTEIM M HAJIOIOBHIE OpraHbl, & TAKXKE ONEpPaTOPbI
AJIEKTPOHHOI'O JOKYMEHTO000pOTA.

CpeacrBo kpunrorpapuueckoii 3amutbl  uHpopmamuu, CK3U - coBokynmHOCTH
IPOrPaMMHBIX M  TEXHUYECKHX DJIEMEHTOB CHUCTEM O0OpabOTKM JaHHBIX, CIOCOOHBIX
(GYHKIIMOHUPOBATh CAMOCTOSITEILBHO MIM B COCTaBe JPYTrUX CHUCTEM M OCYIIECTBIATH
Kpuntorpaduueckoe npeodpazoBanre HHGopMamu Juisi odecreyeHus ee 0€30MacHOCTH.

TKC — TenekOMMYHUKaIIMOHHbIE KaHAJIbI CBSA3H.

Yaocrosepsirommii nenTp (YI) — ropuanueckoe aUI0, MHAUBUIYAIBHBIM MPEANPUHUMATEID
a100 ToCyJapCTBEHHBI OpraH, WIM OpPraH MECTHOTO CaMOYIpPaBJIEHUS, OCYIIECTBISIOIINE
(GYHKIIMM 1O CO3JIaHUIO U BblAaue CEpTU(PUKATOB KIIOUYEH MPOBEPKHU AIEKTPOHHBIX MOJNUCEH, a
TaKk)Ke UHbIEe QYHKIUH, IPEAyCMOTpeHHbIE HacTosAMM DenepanbHbIM 3aKOHOM.

DJIEKTPOHHBIN JOKYMEHT — JOKYMEHT, HHPOpMAIUs B KOTOPOM IpEACTaBlIe€Ha B 3JIEKTPOHHO-
urudposoii hopme.

duexTpoHHasi noanuch, I — unpopmanus B 31eKTpoHHON Popme, KOTOpas MPUCOETUHEHA K
Jpyroii nH$opMaIMU B 3JIEKTPOHHON (opMe (moanuchIBaeMoil MH(OpMaIK) WK HHBIM 00pa3oM
CBfi3aHAa C TakodM wuHQoOpManuel M KOTOpas MCIONb3yeTcs JJs  OIpeNeNeHus JIMIa,
HOJKCHIBAIOIET0 MH(OpMAIHIO.
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VYcnoBus ncnoiib3oBanus mpoaykra Acrpan Otaer. OHnaiH

1. Onucanue pyHkunoHana npoaykra Acrpaj Oryer. OHiaitH

[Iponykt Actpan Otuer. OHnaiiH npeAHa3HAYEH:

JUIS CZJa4d B DJIGKTPOHHOM BHUJIE 110 TEIEKOMMYHUKAIIMOHHBIM KaHallaM CBsI3U BcexX GhopMm
HaJIOTOBOM M Oyxranrepckoil oruyeTHOCTH 1o HamparieHuto @HC cormacno Ilpukazy
®HC Poccun ot 31.07.2014 N MMB-7-6/398@ «O0 yrBepkacHUU MeTOIUYeCKIX
PEKOMEHIallUii IO OPraHU3alUU JIEKTPOHHOTO TJOKYMEHTOO0OpOTa MPH MPEACTaBICHUN
HAJIOTOBBIX JIeKJIapanuii (pacueToB) B AJIEKTPOHHOHN (opMe TIO TeITCKOMMYHUKAIIMOHHBIM
KaHaJIaM CBSI3UY;

JUIS TIPEACTaBIICHUSI JOKYMEHTOB HHJIMBHyaJbHOTO TEPCOHHU(PHUIIMPOBAHHOTO YyYeTa
CTPAaxXxOBbIX B3HOCOB M pacdera CTPaXxOBBIX B3HOCOB MO TEIEKOMMYHUKAIIMOHHBIM
KaHajlaM CBSI3U B CHCTEME 3JICKTPOHHOTO JOoKyMeHTooOopoTa [leHcnonnoro ¢ouna PO.
[opsimok pabotel coorBeTcTBYeT Pacnopsixenuto [Ipasnenust [IOP PO or 11.10.2007
Ne 190p «O BHempeHHMM 3alIUIIEHHOTO 3JIEKTPOHHOTO JOKYMEHTO0OOpOTa B LIEJSIX
peanuzanuu 3akoHoaTenbcTBa Poccuiickoit deaepanuu 06 00s53aTeIbHOM TEHCHOHHOM
CTPaXOBaHUWY;

JUISE TIPEIOCTABIICHUSI CTAaTHCTUYCCKOW WHGOpManuu 1o ¢GopMaM TOCYIapCTBEHHOTO
craructuyeckoro HaOmoaenus B Poccrar. Ilopsmok  pabGoThl  COOTBETCTBYET
[Toctanosnenuto IIpaBurensctBa Poccuiickoit ®enepanuu Ne620 ot 18 aBrycra 2008 .
«O0 ycnoBHSX MPEIOCTABICHUS B 0043aTEIbHOM MOPSIIKE MEPBUYHBIX CTATUCTHUECKUX
JTAHHBIX M aJIMHHUCTPATUBHBIX JTAHHBIX CYOBbEKTaM O(UIIMAIBHOTO CTATUCTUYECKOTO
yaera;

Uil ciaadd  oT4eTHOCTH B DOHJ cCOLMaNbHOrO CTPAaxOBaHUST B COOTBETCTBHM C
®enepanbubiM 3akoHOM Ne 212-D3 ot 14 urona 2009 roga «O cTpaxoBbIX B3HOCAX B
[Tencuonnsii  ¢ona Poccuiickoit @Denepanuu, DOHA CONUATBHOTO CTPaXOBAHMS
Poccuiickoit  ®enepanuu, ¢denepanbHblii  DOHA  00S3aTENBHOTO  MEIUIIUHCKOTO
CTpaxoBaHUsI U  TeppUTOpUaibHbie  DOHABI  00S3aTEIBLHOTO  MEAHIIUTHCKOTO
CTPaxXOBaHUSI.

1.1. dynkuuoHaNIbHBIE BO3MOXKHOCTH MPoAYKTa AcTtpan Or4yer. OHJaiiH

ITpoaykt Actpan Otuer. OHnaiiH o0safaeT CaeayroIUMH OCHOBHBIMU (DYHKIIMOHATbHBIMU
BO3MO>KHOCTSIMHU:

OTMpPaBKa AJIEKTPOHHOM OTYETHOCTH Yepe3 HHTEPHET-Opay3ep U3 m000it Touku Mupa 0e3
YCTAHOBKH IporpaMMHoro obecnedenus Ha I1K;

OTIIpaBKa 3JIEKTPOHHON OTYETHOCTM B OCHOBHBbIE KOHTpousupyromue opransl: OHC,
Poccrar, [1OP, ®CC,

BCTPOEHHBIM PEJAaKTOp OTYETOB IMO3BOJSET OBICTPO MOJYYUTh JOCTYH K aKTyaJbHBIM
(dhopmam OTYETHOCTH;

aBTOMaTH4YeCKoe OOHOBJIEHHE (POPM OTUETHOCTH U POTPAaMMHOT0 0OecrieueHu s,
UMIIOPT JTaHHBIX U3 CTOPOHHUX IPOrpamMM JUIsl OJArOTOBKM M OTIPABKU OTYETHOCTH B
JIEKTPOHHOM BHUJE. BhIrpy3ka M3 CTOPOHHUX IMPOrpaMM JAOJDKHA OCYIIECTBIATHCS B
aKTyanbHOM (hopmarte;

BCTPOCHHBIM (OPMATHO-TOIMYECKHI KOHTPOJIb TOATOTOBIEHHOHM OTYETHOCTH IEpes
OTIIPABKOM;
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— KOHTPOJIb TPOXOXKICHHUS 3TaroB JOKYMEHTOOOOpPOTa C TOCIEAYIOUIMM IPUEMOM U
00paboTKOii;

— MoJIydyeHHe U oTBeT Ha TpeboBanus PHC;

— o0MeH nucbMamu ¢ KoHTpoaupyroummu opranamu: ®HC, I[1OP, Poccrar;

— OTMpaBKa 3anpocoB Ha nojydenue Beimucku u3 EI'PHOJI/ET'PULT,

— ¢opmuposanue 3amnpocoB MOH.
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VYcnoBus ncnoiib3oBanus mpoaykra Acrpan Otaer. OHnaiH

2. TpebooBanue k padouemy mecty Ilosb30BaTens

Cuctemusbie TpeboBanus npoaykra Acrpan Otuer. OHaiiH:

— OnmnepanuonHas cucremMa Windows 7 u BbIIIIE;

— MHurepuer-6paysep Google Chrome mocnenneit Bepcun, Mozilla Firefox mocnenneit
Bepcun, Opera nocneaHei Bepcuu;

— CK3HU:
e ViPNet CSP 4.2;
e Kpunrollpo CSP 4.0R2.

— HHTepHeT KaHall co CKOpOCThIO He MeHee 64 kbut/cexk.
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VYcnoBus ncnoiib3oBanus mpoaykra Acrpan Otaer. OHnaiH

3. Obsi3annocTH [losab3oBaresas npoaykra Acrpaia Ortyer. OHiaitH

1.

9.

OnmnatuTe npenocTaBieHHble eMy JIMIeH3MH Ha IpaBO MCIOJB30BaHUS IMPOIPaMMHBIMU
IPOAYKTaMH, a TaKKe OKa3blBaéMble €My YCIYyTM B CpPOKH, pa3Mepe MU MOpsJKe,
IIPEyCMOTPEHHBIE I0TOBOPOM.

[IpenocTaBuTh TOUHBIC CBEIEHUS U PEKBU3UTHI 1711 co3aanus Ceprugukaros 11

HecTtu oTBETCTBEHHOCTH 3a JOCTOBEPHOCTH CBEIEHUMN, HEOOXOIUMBIX ISl M3TOTOBJICHUS
ceprudukara kiaroda I, mepedeHp KOTOphIX puBeeH B Permamente V1.

B cnyuae wu3MeHeHHs PEKBU3UTOB, YKa3aHHbIX B 3asBIICEHUH, OOpaTUTHCI K
[IpencraButento Y1 mis nmpoBefeHUs BHEIJIAHOBOM 3aMEHBI CepTU(HUKATA IIICKTPOHHOM
HOJIUCH.

Hcnonp3oBath nporpaMMHBIE IMPOAYKTHl TOJBKO JJIs  JOCTaBKM OTYETHOCTH B
anekTponHoM Bujie 1o TKC ¢ ucnonszoBannem CK3U.

CaMOCTOATENbHO OCYIIECTBIATh NOAKIIOUEHUS K ceTu IHTepHEeT.

CaMocTosTenbHO KOHTpoJIMpoBaTh cpok neictBusi Ceptudukata DIl u B ciyyae
HeoOxoaumoctu obpatutbest k Ilpencrasutento YI[ ¢ 3asBieHueM o IITaTHOH CMEHe
Ceptudukara JI1, ykazaB Bce H3MEHEHUS B PEKBU3UTAX, €CIIM TAKOBBIE HMEITU MECTO.
Cobmonate monoxkenuss Permamenta Y1 M MHBIX HOPMATHBHBIX W IPABOBBIX aKTOB,
perJaMeHTHPYIOIMUX paboTy AUIEKTPOHHOIO JOKYMEHTOOOOpOTa € KOHTPOJIUPYIOLIUMHU
opraHamu, a Takxke npaBoBod pexxuM CK3U B 31€KTpOHHOM JTOKYyMEHTOOOOpPOTE C
KOHTPOJIUPYIOIIMMHU OPraHaAMHU.

CamocrosrenbHo, ¢ npumenenneM nporpammsl CK3U, nsrorosuts Ceptuduxar JI1.

10. OGecnieunTh aHTUBUPYCHYIO 3alIUTY Ha paboueM Mecte A6oHeHTa CUCTEMBI.
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VYcnoBus ncnoiib3oBanus mpoaykra Acrpan Otaer. OHnaiH

4. IoakJ/aoyeHue HeCKOJbKUX opranu3auuii no Tapuduomy miany «['pynna komnaHuii»

JUnist Kax 10 KOMIIAaHUM, BXOSIIEH B COCTaB IPYMIbI KOMIIaHUH, popMuUpyeTcs oTAeIbHAas
AIIEKTPOHHAsI MOAMHCH. [l MoNydeHus 3JIEKTPOHHON MOAMUCH HEOOXOIUMO 3aperucTpUpOBaTh
Ka)X[yl0 OpraHu3alfio, BXosnyo B ['pynimy kommnanuii, Ha caiite online.astral.ru.

[Tpuobperenue 371eKTPOHHON MOAMUCH IS KaX/I0i OpraHu3aiui He0OX0IMMO ISl CAauH
otuetHocTH B ®HC, I1®P, Poccrar, ®CC.
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3akJjaroueHue

C HacrosimuMu Y CJIOBUSIMU KCIIONIb30BaHUs mpoaykra Actpan Otuer. OHnailH AGOHEHT
cornamaercss  npu  nognucaHuu  [losb30BaTenbCKOro  JIMIEH3MOHHOIO  COIVIAIIEHUS
(JInuenznonHoro norosopa).
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